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Abstract: The demand for continuous skill development has grown significantly, emphasising the necessity of lifelong
learning, particularly in the context of e-learning following the COVID-19 pandemic. However, current digital educational
systems face several challenges. Academic records are often stored across multiple databases maintained by educational
institutions, with restricted access, which prevents learners from managing their own achievements and limits access for job
seekers. Additionally, paper-based certificates are susceptible to loss, damage, forgery, and counterfeiting, making
authentication a time-consuming and complex process. Studies have shown that a significant percentage of CVs contain
inaccurate or misleading information about academic qualifications and employment history. A blockchain-based approach to
education provides a secure and transparent system for storing and managing educational credentials, including degrees,
diplomas, and training certifications. Blockchain technology ensures tamper-proof data storage, reducing fraud risks and
enhancing verification processes. Universities and government entities could oversee this system, allowing learners to share
their verified achievements with third parties, such as other educational institutions, recruiters, or employers. This paper
presents selected use cases from existing Literature, beginning with a basic blockchain-based educational system and
subsequently integrating Smart Badges to support lifelong learning, followed by the implementation of a Self-Sovereign
Identity Framework. Finally, the authors propose several research areas for further exploration.
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1. Introduction

The need for continuous skill enhancement is growing, making lifelong learning indispensable [1]. Keeping up with emerging
trends is essential for maintaining career stability, and since the COVID-19 pandemic, e-learning has gained significant
popularity [2]. Verifying the authenticity of diplomas and certificates that validate an individual's skills and accomplishments
is often a complex and time-intensive process due to various challenges. Academic records, such as degrees and diplomas, are
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typically stored as separate data across multiple educational institutions' databases, often with restricted access. Consequently,
students and graduates have limited control over their own academic information, while third parties—such as employers or
recruiters—are unable to view or contribute to these records. Traditional paper-based certificates pose several drawbacks. For
instance, they may lack detailed descriptions of acquired skills due to space constraints. Additionally, as individuals complete
more courses, the number of certificates required during job applications increases accordingly. Physical certificates are also
susceptible to loss or damage, necessitating the allocation of time and financial resources for replacement. Furthermore, they
are vulnerable to forgery and counterfeiting [2].

Studies indicate that a significant portion of CVs contain inaccurate or misleading information regarding academic credentials
and employment history [1]. As a result, both individuals and organisations are increasingly seeking a solution that ensures
accessibility and verification of graduates' certifications while offering a streamlined approach to managing personal academic
records [1]. A blockchain-based approach offers a secure and reliable system for managing educational credentials, including
degrees, diplomas, and training certifications, across various educational institutions [6]. This model enables educational
providers to store and organise data efficiently while preserving its integrity and security through controlled access permissions.
Universities and government bodies could serve as joint administrators of the blockchain network. While only universities
should have the authority to create or update student degree records, the ability to share this information should rest solely with
the student or graduate, without requiring approval from official entities such as universities or governments. This approach
facilitates instant verification of credentials issued at different educational levels, ensuring authenticity.

Furthermore, integrating blockchain technology into education strengthens security by providing tamper-proof certificates [2].
This system mitigates fraudulent activities by ensuring both the integrity of educational data and regulated access for third
parties, including universities, recruiters, and employers, regardless of their geographic location. In this paper, we present
selected use cases from the Literature, starting with a simple implementation of a blockchain-based solution, then introducing
Smart Badges for lifelong learning, and finally the Self-Sovereign Identity Framework.

2. What is Blockchain

Blockchain is a form of Distributed Ledger Technology (DLT) characterised by its immutability, decentralised structure, and
replication across a peer-to-peer (P2P) network. The term “blockchain™ derives from its structure, where validated transactions
are systematically grouped into blocks through a consensus mechanism. Each block is cryptographically linked to its
predecessor using a hash digest, ensuring both tamper-evident and tamper-resistant properties. This sequential chaining process
continues, forming a linear chain of blocks that strengthens both security and data integrity within the network [6]. Once
published, these blocks are appended to all copies of the distributed ledger across network participants, ensuring
synchronisation and maintaining an append-only record system. Any conflicts that arise within the network are resolved
autonomously through predefined rules, eliminating the need for a centralised authority.
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Figure 1: Blockchain general structure

As illustrated in Figure 1, the block structure consists of two primary components: the block header and the block body, with
variations in their data depending on the implementation. The commonly used fields include:
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e Block Header: Contains metadata related to the block, primarily including the previous block hash, the current block
hash, and the timestamp marking the time of block creation. Additional information, such as the Merkle tree root,
may be included if transactions are hashed using this structure.

o Block Body: Holds a list of transactions along with other relevant data. The block hash digest comprises the following
elements [3]. The previous block hash, the hash of the current block header, and the hash of the current block data—
primarily represented by the Merkle tree root. Inthe Merkle tree implementation, depicted in Figure 2, all transactions
within a block are arranged in a hierarchical structure [4]. Each transaction is hashed and progressively combined
until a single root hash emerges, encapsulating the entire dataset [3]. Notably, if any individual transaction is
modified, the Merkle tree root will also change [5].
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Figure 2: Blockchain general structure showing Merkle tree

A smart contract is the mechanism through which data is entered and processed within a blockchain. Essentially, smart contracts
are self-executing programs stored on a blockchain that activate when predefined conditions are met. They facilitate the
automated execution of agreements without the need for manual intervention, ensuring that all participants immediately receive
verifiable outcomes while eliminating time delays and third-party involvement—ultimately reducing costs. Additionally, smart
contracts can automate workflows by initiating subsequent actions once specific conditions are fulfilled [7]. This revised version
improves readability and precision while maintaining the original intent. Types of Blockchain Networks are,

e  Public Permissionless Blockchain Networks: A system is one that anyone can freely join, leave, have an identical
copy of the “ledger,” issue transactions, write transactions, read transactions, and participate in transaction validation
(consensus) without having to ask for permission, such as Bitcoin [9].

e Public Permissioned Blockchain Networks: This type of system is necessary in situations where specific
identifiable actors (nodes, users) are granted permissions to write/read and update the system; however, all
transactions should be publicly viewable [8].

e Consortium Blockchains: An ideal for business when all participant organisations share the responsibilities of
maintaining a blockchain [10]. It is permissioned, so only identifiable actors (nodes, users) can utilise the systems
[8].

e Private - Permissioned - Blockchain Networks: Deployed by one organisation that governs the network, executes
the consensus protocol, maintains (writes/updates) the shared ledger, and controls who participates in the network
[10]. The network is permissioned by default. Actors (nodes, users) are identified and users’ credentials are assigned
by the organisation's administrators [3]; [8].

3. A Few Examples of Blockchain-based Systems in Education from the Literature

In Rauchs et al. [11], an extensive survey on blockchain-based applications is presented, examining their role in academia and
the education sector. These applications encompass a range of functions, including online educational platforms that support
examination processes, credential management, transcript systems, and academic certification in higher education.
Furthermore, they facilitate the secure exchange of student information, improve transparency, and strengthen trust among
stakeholders. A key aspect of the survey highlights the integration of artificial intelligence, data analytics, and higher education
institutions, emphasising how universities enhance competitiveness by outsourcing course delivery and assessment procedures.
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Additionally, the study examines the benefits of blockchain technology—such as immutability and traceability—by comparing
it to traditional centralised systems and assessing the distinctive features of blockchain’s decentralised framework.

4. Blockchain-based Case Studies in Education

In this section, we present selected use cases from existing research, illustrating the potential applications of blockchain-based
solutions in the education sector.

4.1. The Romanian Blockchain-based Solution

In Romania, the Ministry of National Education (MEN) oversees the management of the Single National Student Enrolment
Registry (RMUR). This digital database records student enrolment from both public and private universities, whether accredited
or temporarily licensed. This system operates in accordance with Romanian Education Law No. 1/2011, Article [number]. 201,
covering all academic years and study cycles. However, students and graduates do not have direct access to their academic
records, and third parties cannot verify the authenticity of a candidate’s degrees. Figure 3 illustrates the state of the system
before and after the implementation of a blockchain-based solution in Romania.
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Figure 3: Romanian current state vs. blockchain-based solution
4.2. Ministry of National Education (MEN)
4.2.1. National Student Enrolment Registry (RMUR)

This model enables educational institutions to store and manage data efficiently while ensuring its integrity and security.
Universities and government entities could serve as joint custodians of the blockchain network. However, only universities
should have the authority to create or modify student degree records, ensuring that academic credentials remain authentic and
resistant to counterfeiting. Crucially, students and graduates should have full control over sharing their records without needing
approval from official bodies such as universities or governments. Additionally, access to academic data could be granted—
with permission—to recruiters and employers. Future developments aim to incorporate Smart Badges [1].

4.2.2. Quali-Chain

This pilot case study examines the Quali-Chain paper, which seeks to enhance lifelong learning by integrating Smart Badges
with personalised recommendations [12]. The paper focuses on four key areas to assess the impact of decentralisation: (1)
lifelong learning, (2) smart curriculum design, (3) staffing in the public sector, and (4) Human Resources consultancy and
competency management services. The primary objectives of the pilot papers, as illustrated in Figure 4, include: (1) ensuring
transparent and immutable accreditation, (2) providing personalised recommendations, and (3) facilitating individual
professional development.
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Figure 4: The overall goals of the pilot on supporting lifelong learning

e Transparent and Immutable Accreditation: Academic degrees and other educational credentials are awarded using
Smart Badges, which are securely stored in the learner's e-Portfolio. These badges are based on Open Badges, a
certification system that validates skill acquisition and knowledge attainment upon meeting specific criteria, such as
completing an online course or other learning activities.

e Personalised Recommendations: Learners receive tailored suggestions on what to study next to enhance their
education and career trajectory.

e Personal and Professional Progression: Recommendations are provided to learners regarding their next career
steps, based on the academic qualifications they have obtained.

Quali-Chain stakeholder interactions within the core framework of lifelong learning are illustrated in Figure 5.
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Figure 5: Stakeholder interactions in the main scenario of the lifelong learning pilot

As outlined in Sharma et al. [12], job market data is gathered by harvesting datasets of current job listings and their required
skills from a job aggregator developed by the European Data Science Academy (EDSA). These datasets are integrated into
Smart Contracts on the Ethereum Blockchain, enabling job-matching based on a learner’s badge-certified skills. In this
approach, awarded badges are considered “smart” because they facilitate personalised recommendations for learners, guiding
them toward relevant job opportunities. Future research aims to explore the implementation of Self-Sovereign Identity (SSI)
for both learners and job seekers [12].
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4.2.3. Edu-CTX

Edu-CTX is a web-based credit and grading system designed for higher education, integrating quizzes, digital badges, and
micro-credentials to support learners in acquiring targeted skills. This system is modelled after the European Credit Transfer
and Accumulation System (ECTS), where students within a distributed peer-to-peer network maintain individual wallets that
store tokens upon successful course completion [2]. The structural design of Edu-CTX is illustrated in Figure 6 below:
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Figure 6: Design structure of Edu-CTX

4.3. A Digital Badge Consists of Three Fundamental Components

o Signifier: This is the visual representation of the badge, typically an image that symbolises the achievement. It
includes a distinct name, a description, and may also provide guidance on how to earn the badge.
e Completion Logic: Defines the criteria required to obtain the badge, which includes:

Trigger: Specifies the action needed to qualify for the badge.

Pre-requirement: Outlines any conditions that must be met before activating the trigger.
Conditions: Details the specific achievements necessary to earn the badge.

Multiplier: Indicates the number of times the criteria must be fulfilled to receive the badge.

e Reward: Represents the benefits or recognition granted upon earning the badge.
Additionally, a digital badge features a clickable hyperlink that grants access to metadata. This metadata contains essential

details such as the issuance date, the awarding entity, and other significant information. Metadata can be structured using
JavaScript Object Notation for Linked Data (JSON-LD) as illustrated in Figure 7.

Vol.3, No.1, 2025 41



[Nitle: blockchain

Badge description: level 1

Badge criteria: complete quiz for level 1

ssuer address: OxBCDENSS 7 78a2a6E45e3e4385 70d35180319E0EeS
FNimestamp:2021-06-19722:24.04+04.00

n o R R

Figure 7: Student badge

4.4. The Functionality of EJ-CTX

e Authentication: Users, including learners and academic staff, must sign up, log in, and log out using valid
credentials. Learners are assigned a certificate wallet for storing their achievements.

o Course Management: After successful authentication, academic users can add or update course details.

e Examination on Blockchain: Learners complete exams, and upon passing, they receive a course badge as
recognition of their achievement (Figure 8).
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Figure 8: How Edu-TX works
4.5. European Self-Sovereign Identity Framework (ESSIF)
The European Blockchain Partnership (EBP) collaborated with the European Commission (EC) to establish the European

Blockchain Services Infrastructure (EBSI), a platform designed to facilitate cross-border services that enable citizens and
businesses to manage their identities, educational credentials, and registration documents across the European Union (EU) and
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beyond. EBSI functions as a public-permissioned blockchain, leveraging a Proof of Authority (PoA) consensus mechanism to
ensure efficient and secure validation of transactions. Its APIs provide interoperability with Hyperledger Besu and Hyperledger
Fabric. Hyperledger Besu functions as an Ethereum client running on the Ethereum Mainnet, while Hyperledger Fabric serves
as a permissioned distributed ledger technology platform. Additionally, EBSI aims to adopt the European Learning Model
(ELM) as the standard data framework for managing educational records [13]. EBSI has identified seven key use cases, with
two of the most significant ones listed below:

o European Self-Sovereign Identity: Enables users to establish and manage their own digital identity across borders,
granting them full control over their personal data.

e Diploma Management empowers citizens with digital ownership of their educational credentials, significantly
reducing verification costs while enhancing trust in the authenticity of academic documents.

Self-Sovereign Identity (SSI) is a decentralised identity framework that enables digital identification and authentication,
allowing individuals, organisations, and even devices to manage their own digital identities with enhanced trust, privacy, and
security. Built on blockchain technology, SSI represents the third evolution of Identity Management (IdM), following two
earlier models: centralised 1dM, where users were required to create accounts with individual service providers (SPs), and
federated 1dM, where Identity Providers (I1dPs) facilitated identity management. In both previous approaches, user identifiers
and associated attributes were controlled by SPs or 1dPs [15]. SSI operates with three key actors,

o Identity Holder: The entity (e.g., a user) requesting and managing their digital identity.

e Issuer: The organisation responsible for generating and digitally signing identities, issuing Verifiable Credentials
(VCs) that contain various attributes or claims about the identity holder.

e Verifier: An entity that requests proof of identity from the holder, using VCs for authentication. Upon successful
verification, the verifier grants access to digital services or products [15].

The World Wide Web Consortium (W3C) has established standardised components for SSI,

o Decentralised Identifiers (DIDs): Each DID is formatted as a URI and linked to a DID subject (typically an identity
holder), along with a DID document containing details such as cryptographic public keys, biometric data, and
authentication mechanisms.

e Verifiable Credentials (VCs) and Verifiable Presentations (VPs): A VC, sometimes referred to as a Digital
Credential (DC), includes information about the issuer, the identity holder, and the claims being verified. The issuer
digitally signs this credential to ensure authenticity. VC holders can compile data from multiple VCs issued by
different entities and generate a Verifiable Presentation (\VP), which can be submitted to a verifier as proof of identity
or other required attributes.

A digital wallet is a crucial component in identity management systems. These wallets serve as portable and secure personal
repositories, typically available as mobile or cloud-based applications that incorporate both a software interface and an
encrypted database. A digital wallet enables users to: (a) Request and store Verifiable Credentials (VCs). (b) Store, manage,
and control Decentralised Identifiers (DIDs), private keys, and other sensitive personal data. (c) Distribute Verifiable
Presentations (VPs) as needed.

4.6. The ESSIF Framework Adapted to The University Context, As Described in Cuéko et al. [14]

e The student has his own legal presentation issued by a Registration Authority as a Legal Entity.

e The uniquely identifiable legal entity is responsible for generating, revoking, and securing Decentralised Identifiers
(DIDs) and associated cryptographic keys. Additionally, the DID is recorded on the EBSI Ledger.

e The university, also recognised as a legal entity, provides services and interacts with other parties by verifying data
and facilitating digital interactions.

e The students securely store their verifiable identity in a user wallet, which contains all their Verifiable Credentials
(\VCs) and allows for data collection and sharing.

e Students can present a Verifiable ID or provide an attestation for identification and authentication when required by
university staff and faculty.

e The students can also request additional verifiable attestations from the university, adding new VCs to their wallets
[14].

e By accumulating multiple VCs, the students can provide a more extensive and credible set of verifiable data for
various purposes (Figure 9).
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Figure 9: Scheme of the ESSIF adapted to the university context

The EBSI-based European ESSIF framework is designed primarily to authenticate both natural persons and legal entities,
ensuring secure and verifiable digital identities across various sectors. Figure 10 illustrates how ESSIF can be utilised within
the EU [16]:

The student requests credentials from their university.

The university issues the required credentials to the student.
An EU agency requests proof of these credentials.

The student verifies the credentials.
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Figure 10: ESSIF can be employed in the EU
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5. Discussion and Future Work

Blockchain-based solutions in education are gaining momentum. However, overcoming any native blockchain challenges and
achieving the best configuration and/or fine-tuning are outside the scope of this writing. Blockchain solutions offer several
advantages over traditional databases, as outlined in Zheng et al. [16].

e Trust Among Unknown Users: Blockchain operates on a decentralised model where transactions are verified and

validated before being added to the ledger, ensuring trust among participants without requiring prior relationships.
Traditional databases rely on administrators who control data access and modifications, limiting trust within the system.
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e Immutability of Data: Blockchain ensures that all stored data remains unalterable, as each block is cryptographically
linked to the previous one via hashing. Any attempt to modify data results in a changed hash, immediately signalling
tampering. In contrast, data within conventional databases can be modified by authorised users or exploited by attackers,
with no inherent mechanism for detecting or preventing unauthorised changes.

e Data Redundancy and Recovery in Blockchain: Blockchain maintains multiple synchronised copies of data across
nodes in the network, ensuring that even if a node goes offline, its data remains intact and is recoverable upon rejoining
the network. Traditional databases rely on administrators to perform regular backups and implement recovery plans.
Without proper backup strategies, a database crash can result in permanent data loss.

As such, in a blockchain-based solution, unlike a database-based one, the digital badge/digital certificate owners will preserve
their achievements even if the hosting entity or e-learning platform is shut down or goes out of business. Regarding Digital
Badges, actually, there are commercial solutions, for instance, (credly.com, sertifier.com, badgecert.com) that provide services
ranging from designing/building, issuing, hosting, publishing, and verifying Badges for free and on a price-based basis for
organisations. Self-Sovereign Identity, however, is still in its infancy, with a significant push towards implementing solutions
in every aspect of people’s lives, including digital wallets. Examples of Self-Sovereign Identity providers, for research and
commercial bases are (sovrin.org, microsoft.com, cheqd.io, nuggets. life, okta.com, openwallet.foundation) Importantly, in
either case, there are three basic roles: holder, issuer, verifier, and an e-Portfolio for Digital Badge, as well as a digital wallet
for SSI, and a digital badge if published on a blockchain. The authors suggest some research points to be considered regarding
Badges or Credentials:

e Published papers and patents can be seen as a badge/credential that preserves the author(s)' rights and intellectual
property, even if the publisher/journal/conference no longer exists.

e In the case of scholarships, the learner will typically need to complete and pass additional subjects before being
eligible to work in the main course, allowing them to demonstrate progress through badges/credentials.

e In cases where universities are equilibrated in terms of working assignments, any required deviations could be
assigned as badges/credentials to be achieved.

e For academic staff, the badges/credentials will determine in advance who the candidates are for promotion.

6. Conclusion

In this paper, we provided some use cases for blockchain-based solutions in education, showing the potential of blockchain in
lifelong learning. Also, digital badges and Self-Sovereign Identity for digital credentials were presented. In addition, as
mentioned in the discussion section, the authors proposed some research points for using smart Badges and Micro credential in
future work, which briefly are: a) Issuing them for publications and patents b) For academics, using them for bonus and
promotions systems ¢) To be used as a way of equilibration of degrees between universities d) To be used in scholarships as a
way of showing progress and achievements.
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